SECURITY VULNERABILITIES: CONFIDENTIAL

Apache MyFaces Tomahawk XSS vulnerability (SAK-10734)

A number of Sakai tools make use of the Apache Foundation’s MyFaces Tomahawk UI framework, an open-source implementation of JavaServer Faces (JSF).  Apache MyFaces Tomahawk version 1.1.5 HTTP request parsing has been found to be vulnerable to cross-site scripting (XSS) attacks.  Specifically, the value of the “autoscroll” parameter included in a POST or GET request is inserted into JavaScript that is then returned to the client.  This approach, as described by iDefense Labs “allows an attacker to run arbitrary JavaScript in the context of the affected domain of the MyFaces application being targeted” (see http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=544).

The Apache MyFaces Tomahawk team has addressed this vulnerability by releasing MyFaces Tomahawk, version 1.1.6.  The security vulnerability as it affects the Sakai tool set is limited to the following tools:

Blog

Calendar Summary

Chat

Gradebook

JSF

Roster

Section Info

User Membership

See http://bugs.sakaiproject.org/jira/browse/SAK-10734 for more details.

THREAT LEVEL: CRITICAL

Security vulnerabilities classified as a critical involve the possible exposure of data or documents to unauthorized viewing, modification, deletion or acquisition as well as attacks that could result in data or document corruption.  Although no reports of exploitation have been received you should consider carefully the security implications of this vulnerability as it affects your local implementation(s).

SAKAI VERSIONS AFFECTED

Sakai releases listed below include the vulnerabilities described above.  Both tagged and branch releases issued prior to the revision numbers listed below are subject to this security advisory.

SAK-10734

releases:

2.3.0, 2.3.1, 2.4.0

branches:

2-3-x prior to r33257

2-4-x prior to r33821

trunk: prior to r32941

SECURITY PATCHES

For Sakai 2.3.1, 2.4.0 and the 2-3-x and 2-4-x branches we have addressed the Apache vulnerability by updating each affected tool’s dependency on the MyFaces Tomahawk jar file to version 1.1.6.

The 2.3.1 and 2.4.0 patches are available as file attachments in JIRA for SAK-10734.

http://jira.sakaiproject.org/jira/browse/SAK-10734
For Sakai 2.3.1/2.4.0 users we recommend that you apply the patch before we publicly release Sakai 2.3.2/2.4.1.  For those running off the 2-3-x or 2-4-x branches we recommend that you update your code to a safe revision number  as soon as possible.

CONTRIB PROJECTS

1. SiteStats (https://source.sakaiproject.org/contrib/ufp/sitestats/).  The University of Fernando Pessoa has updated the SiteStats project to utilize Tomahawk, version 1.1.6.

Versions affected:

releases:

0.5.9, pre-1.0, 0.x

maintenance branch: prior to r11689

trunk: prior to r11688

http://bugs.sakaiproject.org/jira/browse/STAT-38
2. Transformable (https://source.sakaiproject.org/contrib/utoronto/transformable/).  The University of Toronto has updated the sakai-preferable portion of the Transformable project's trunk code to utilize Tomahawk, version 1.1.6.

Versions affected:

trunk: prior to 11660

http://bugs.sakaiproject.org/jira/browse/SAK-11316
PRE-SAKAI 2.3.1 INSTALLATIONS

Fixes have been developed ONLY for Sakai 2.3.1, 2.4.0 and the 2.3.x and 2.4.x branches as well as two affected contrib projects.  Institutions and organizations running earlier versions of Sakai are urged to upgrade their installations to a release or branch revision that includes the above fixes.

TESTING THE SECURITY FIX

In the case of SAK-10734 you can check that a tool properly references the updated Apache MyFaces Tomahawk 1.1.6 dependency by reviewing each application’s app/tool project project.xml file.  The Blog, Calendar Summary, Chat, Gradebook, JSF, Roster, Section Info and User Membership should each include the following XML dependency declaration:

<!-- MyFaces JSF -->

<dependency>

<groupId>myfaces</groupId>

<artifactId>tomahawk</artifactId>

<version>1.1.6</version>

<properties>

<war.bundle>true</war.bundle>

</properties>

        </dependency>.

IMPACT ON UPCOMING RELEASES

Fixes for the vulnerabilities described above have been rolled into the upcoming Sakai 2.3.2 and 2.4.1 releases.  Public release of 2.3.2 and 2.4.1 will be delayed seven-ten days in order to permit institutions and organizations currently running Sakai to patch their systems.

CONFIDENTIALITY

This advisory is issued from a private security contacts project site at collab.sakaiproject.org and serves as an early warning notice regarding Sakai security vulnerabilities.  Membership in the security contacts site is restricted to designated security contacts.  Email traffic generated by members (using the common address sakai-security-contacts@collab.sakaiproject.org) should be treated as confidential and should not be forwarded to other Sakai or public email lists in order to help protect institutions and organizations running Sakai from attacks.

If you should add this patch to a local code repository accessible to the public before we issue this advisory to the general public, please avoid including detailed descriptions that might expose this security vulnerability prematurely.

Your cooperation is appreciated.

Regards

Anthony Whyte

Security Liaison

Sakai Foundation

arwhyte@sakaifoundation.org
